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IMoso:xenue

0 3a1uTe HHGOPMALUH, COAEP KALICHCH B ABTOMAaTU3MPOBAHHOM HH(POPMALMOHHOM
cucreme «CereBoii ropoa. Oopazosanue» MBOY COI c.JleonnioBo

1.0061mmue mo10KeHUu

1.1./lannoe ITonoxenue o 3amute napopmarnmu (ranee [lonoxenne) paspaboTaHo B
cooTBeTcTBUU ¢ DeepaibHBIM 3ak0HOM OT 27.07.2006 N 149-®3 «O06 uHdpopmaruwy,
MH(OPMAaLMOHHBIX TEXHOJIOTUAX U 0 3aiuTe nHpopmanumy, npukazom ®CTIK Poccun ot 18
deBpans 2013 r. Ne 21. «O0 yrBepxkaenun CoctaBa v COJAEPKaHUS OPraHU3AIMOHHBIX U
TEXHUYECKUX MEP MO 00eCTieueHnI0 0€30TTaCHOCTH MEPCOHANTBHBIX JAHHBIX IIPH UX 00pabOTKE B
MH()OPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX TAaHHBIXY.

1.2.0rpanunyenne 10cTyna Kk muH(popmManumn

1.2.1. Orpannuenne A0CTyMa K MHGOPMAIHN yCTaHABITUBaeTCs (heepaaTbHBIMU 3aKOHAMU B
IEJISIX 3alTUTHI OCHOB KOHCTHTYIIHOHHOTO CTPOSI, HDABCTBEHHOCTH, 37I0POBbSI, TIPAB M 3aKOHHBIX
WHTEPECOB APYTUX JIHI], 00ecTiedeHrs 000POHBI CTPaHbI U 0€30MaCHOCTH TOCYAapCTBa.
1.2.2.006s13aTenbHBIM SBISIETCS] COOMIOACHNE KOH(DUICHIIMATBHOCTH HHPOPMAITUH, TOCTYIT K
KOTOPO# orpaHndeH (enepaibHbIMHA 3aKOHAMH.

1.2.3.3amuTa nHGOpPMAIIHK OCYIIECTBISETCS B COOTBETCTBUH C 3aKOHOIATEILCTBOM Poccuiickoi
denepanuu.

1.2.4.®enepanbHBIMU 3aKOHAMHU YCTAHABIIUBAIOTCS YCIOBHUS OTHECEHHS HHPOPMAIIIH K
CBEJICHUSIM, COCTABIISIONIMM CIY)KEOHYIO TallHY M MHYIO TaiiHy, 00513aTeTbHOCTh COOTIOCHUS
KOH(UIEHIIMATBHOCTH TaKOW MH(POpMAIINH, a TAK)Ke OTBETCTBEHHOCTH 3a €€ pasrJlallleHHe.
1.2.5. Uadopmanusi, momydeHHas TpakaaHaMu ((GU3HIECKUMU JMIIAMHU) TIPY UCTIOTHECHUH UMH
npodeccroHabHBIX 003aHHOCTEH UM OPTaHU3aALUSAMHU ITPHU OCYIIECTBIEHUH UMU
OTIpe/IeNIEHHBIX BUOB JesTeNbHOCTH (IIpodheccuoHanbHasl TallHa), MOJICKHUT 3alUTE B CIIydasXx,
€CJIM Ha 3TU JHIa PeaepaabHBIMU 3aKOHAMH BO3JIOKEHBI 00SI3aHHOCTH 10 COOIIOICHUIO
KOH(UIECHIINAIBHOCTH TaKOW HH(POpMAIUH.

1.2.6.adopmanusi, cocTaBistomas mpohecCHOHATBHYIO TAHY, MOXKET OBITh IIPEIOCTaBICHA
TPETHHUM JIUI[AM B COOTBETCTBHHU C (eiepalIbHBIMU 3aKOHAMH U (WJIM) TIO PELICHUIO Cy/a.
1.2.7.Cpok ucniomHeHus 00s13aHHOCTEN TI0 COOTIOICHIIO KOH(PHICHIIMAIIBHOCTH HH(OpMaITUH,
COCTaBIIsAOLIEH MPO(ECCHOHANTBHYIO TallHY, MOKET ObITh OIPaHUYEH TOJIBKO C COTJIACHUs
rpaxxaaHuHa (GU3UYECKOTro JIUIA), MPEIOCTABUBILEr0 TaKyro0 HHPOpMaIUio o cede.
1.2.8.3anpemaercs Tpe6oBaTh OT rpakgaHNHA ((PU3UUYECKOTO JIMIIA) MPEAOCTaBICHHUS
nH(OPMALIUY O €r0 YaCTHOM JKU3HH, B TOM 4YHclie THPOPMAIUU, COCTABIISIONICH JTUUHYIO UITH
CEeMEIHYIO TaiiHy, ¥ TOJIy4aTh TaKylo HH(GOPMAIIHUIO TIOMUMO BOJIM IpaxaaHuHa ((PU3NIECKOTO
JUIA), €CJIM UHOE HE IPETyCMOTPEHO (eiepalbHBIMU 3aKOHAMH.

1.2.9.1Topsanok nocTymna K MepcoOHANbHBIM JaHHBIM TpaxaaH ((HPU3UUECKUX JIHIT)
ycTaHaBIUBaeTcs GeepalbHBIM 3aKOHOM O TIEPCOHANBHBIX JaHHBIX.

2. llonsTHne o0 3amuTe HHGOPMALNH:

Paznenenue B nHGOpMAMOHHOM cucTeMe (PYHKIUN MO YIPaBISHUIO (aIMUHUCTPUPOBAHUIO)
MH(POPMAIMOHHOM CUCTEMOH, yITpaBIeHHIO (aIMUHUCTPUPOBAHUIO) CUCTEMOM 3aIUTHI
NEePCOHAIBHBIX JAHHBIX, PyHKIMH 0 00pabOTKe MEPCOHATBHBIX JaHHBIX U MHBIX pyHKIKH NC

ObecnieueHne JOBEPEHHBIX KaHajla, MapUIpyTa MEX/y aAMUHUCTPATOPOM, M10JIb30BaTENEM U
cpencTBaMu 3aruThl nHPopMarmu (GyHKIMsIMHE 6€30aCHOCTH CPE/ICTB 3alIUTHI HHPOpPMAIIUH )

KOHTpOJ'IB HEIIOCTHOCTHU NPOrpaMMHOI'O 06GCHC'{CHI/I${, BKJIFO4Yasd NporpaMmmHOC obecreucHue
CpCACTB 3allIUThL I/IH(l)OpMa]_[I/II/I.
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KOHTpOJ'II) HEITOCTHOCTH NCPCOHATIBHBIX JAHHBIX, COACPKAIIUXCA B Oazax JaHHBbIX I/IH(l)OpMaIII/IOHHOI‘/'I
CUCTEMBbI

OO0ecmeueHre BO3MOXKXHOCTH BOCCTAHOBJICHHUS mporpaMmMHOro O6GCHC‘ICHI/I$I, BKJIFO4Yasd NporpaMmMHOC
obecrieucHuE CpCACTB 3alIMThHL I/IH(I)OpMaI_II/II/I, IIpy BOSBHUKHOBCHUM BHCIITATHBIX CI/ITyaHI/Iﬁ

OOHapy>keHHe U pearnpoBaHue Ha MOCTYIJICHUE B MHOPMAITHOHHYIO CHCTEMY He3allpallnBaeMbIX
AJIEKTPOHHBIX COOOIIEHUH (ITMceM, TOKYMEHTOB) H HHOW WH(OPMAIINK, HE OTHOCAIIMXCS K
(YHKIMOHUPOBAHUIO HHPOPMAIIMOHHOH CHCTEMBI

Kontponb conepkanus nHpOpMaIUK, TiepenaBaeMoi U3 MHPOPMAITHOHHOW CUCTEMBI

(KOHTEHHEepHBIH, OCHOBaHHBIN Ha CBOWCTBAaX 00BEKTa JIOCTYINA, U (WJIM) KOHTEHTHBIH, OCHOBAaHHBIA Ha
MOWCKE 3ampelieHHON K epeade HH(popMalny ¢ UCIOIb30BAHUEM CUTHATYP, MACOK M HHBIX METOJIOB),
1 MCKITIOYEHHE HelTPaBOMEPHO nepeaaun nHGOopMalny U3 UHPOPMAIIMOHHOH CHCTEMBI

OrpannyeHue npas MoJib30BaTeIeld o BBOAY HHPOpMaIu B MH)OPMAIIMOHHYIO CHCTEMY

NckmroueHre BO3MOKHOCTH OTPULIAHUS 110JIb30BaTeIEM (akTa OTIPABKU MEPCOHAIBHBIX
JAHHBIX JPYTOMY ITOJIb30BATEII0

KoHTpoJIb TOYHOCTH, MOJIHOTHI M MTPABUJILHOCTH JIAHHBIX, BBOAUMBIX B HH(GOPMAIIMOHHYIO CUCTEMY I10
BBOJy U (WJIN) Iepenave NepCoOHATBHBIX JAHHBIX U MPEAyIPEeKIeHNE TTOIb30BaTEIeH 00 OMTMOOYHBIX
JIEUCTBUSX.

MepsI 10 32K Te MAITMHHBIX HOCUTENEH TIEPCOHATIBHBIX TaHHBIX (CPEACTB 00paOOTKH (XpaHEHHS)
MIEPCOHANBHBIX TAHHBIX, CheMHBIX MAITMHHBIX HOCUTEJIEH TepCOHAIBHBIX TAaHHBIX) AOJDKHBI HCKITIOYATh
BO3MOKHOCTh HECAHKI[TMOHHPOBAHHOT'O JOCTYTA K MAIIMHHBIM HOCHUTENSAM M XPaHSIIIUMCS Ha HUX
MIEPCOHAIBHBIM JJAHHBIM, & TAKXK€ HECAHKI[MOHWPOBAHHOE HCIIOJIb30BAHNE ChEMHBIX MAITMHHBIX
HOCHTENEH MepCOHABHBIX TaHHBIX.

Mepbl 110 aHTUBUPYCHOM 3aIUTE JOHKHBI 00eCIiednBaTh OOHApY)KEHNE B HHPOPMAITMOHHON CUCTEME
KOMIIBIOTEPHBIX TIPOTpamMM JIMO0 MHOM KOMITBIOTEPHON WH(opMaIum, peqHa3HaueHHON IS
HECaHKIIMOHUPOBAHHOI'O YHHUTOXKCHUS, OJIOKMPOBAHUS, MOJU(PHUKAIINHI, KOMMUPOBAHKS KOMITBIOTEPHOH
WH(OpMaIUH UITH HEUTPaM3aIiK CPECTB 3aIIUTH HH(POPMAINH, a TAKXKE pearnpoBaHue Ha
O0Hapy)XeHUE ITHX IPOrpaMM U HHHOPMAIIUH.

3.B mxone mMmeeTcs yTBEepPKIEHHBIN AUPEKTOPOM TIEpEUCHB JOKHOCTEH, MMEIOIIHMX JOCTYI K
MIEePCOHABHBIM JaHHBIM. JlaHHBIN TOCTYIT HEOOXOAMM UM JUIS TIOJTHOIIEHHOT O MCTIOIHEHHUS X TPYIOBBIX
obs3anHOCTel. JJoKyMeHTH! 1 uH(pOopMaIus n30UpaTenbHO 1 0OOCHOBAHHO PACIIPEIEIIEHBI MEXTY
pabOTHHUKaMH.

4.11pu yxoze B OTITYCK, CITy»KE€OHOH KOMaHIAMPOBKE M HHBIX CIIyYasX JJIUTEIBHOTO OTCYTCTBHUS
paboTHHKa Ha paboueM MecTe, OH 00s3aH mepenaTh JOKyMEHTHI 1 UHBIE HOCHTENH JIUIaM, HMEIOIINM
JOCTYTI K TIEPCOHAIEHBIM JITAHHBIM.

5.IlepconanbHbIe JaHHBIE PAOOTHUKOB, YUAIIMXCS YIPEKICHIS XpaHIATCA B IIKady M HECTOpPAEMOM
ceide, a TakKe B AIEKTPOHHOM BUJE Ha JIOKAIBHOW KOMIBIOTEPHON CETH.

JBeps 000pymoBaHa HaJEKHBIM 3aMKOM. JIOCTYII K 3JIEKTPOHHBIM 0a3aM JaHHBIX, COAEPIKAIIIX
TIepCOHANIbHBIE JaHHBIE PAaOOTHUKOB, 00ECTIEYNBAIOTCS crucTeMol naponeii. [laponu ycranaBnmiBarotces
PYKOBOAMTEIEM IIKOJIBI M COOOIIAOTCS JIUIITb Y3KOMY KPYTY JIHII.




